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Today’s topic

DNS4EU and our mission

Whalebone is leading the European Commission's DNS4EU
project, which aims to protect millions of European citizens.

The project aims at enabling public institutions to adopt
measures that demonstrate the commitment to blocking the
disruption of essential services, the compromising of critical
infrastructure, and the cause of financial losses as well as

data theft.



DNS4EU = safe, stable and private
internet for Europe

The European Commission has tasked the DNS4EU consortium
with the development and operationalization of the project.

Goal of ENISA:

Strengthen the digital security and independence of the
European Union.

Challenge:

EU governmental institutions and citizens are not well
protected with slow reaction on threats. Protections on DNS
level are not located in EU.

Solution:

Create an independent EU-based DNS protection with
real-time reaction on threats with easy distribution
to the citizens and institutions.
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What is a DNS resolver?
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= Translates domain names to IP addresses
= Without DNS, the Internet as we know it does not work

= That makes it a time- and tech-proof solution
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The rise of Protective DNS (PDNS)
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How protective
DNS works?
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Basic pillars

Input: Threat |
intelligence data

tput: Protection
nillions of users
d organisations



Threat Intelligence lifecycle

Early detection

Monitoring domain and certificate
registration to catch the domain
before it’s used

False positive

mitigation

Evaluating the detection Intelligence sharing
and continuously
optimizing the process
to minimize occurrence
of false positive

detections

channels

Reports and feeds of observed
malicious domains from consortium
members and connected institutions

Traffic analysis

Monitoring for patterns in the traffic to detect
unknown malicious domains, DGA and DNS tunneling



Threat Intelligence sharing

e Sharing is caring!

e DNS4EU provides central place to block DNS
threats for millions of people

e Easy and automated connection

e Public & Private sector



MISP platform

As a part of the DNS4EU project, Whalebone operates Malware Information Sharing Platform which
connects CERTS to facilitate sharing of threat intelligence, creating unique database of regional threats.

How it works now
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DNS4EU / High level timeline

2023 2024 2025 2026+

. : DNS4EU
Preparations Telco and Gov Attracting .
. post-project
and kick-offs deployments end- users . .
continuation
e Technology, Security and e Regional Threat e Discoverability e Sustainability and
standards compliance Intelligence exchange e Attracting end-users continuous service
designs setup e Scaling the deployments improvement
e EU Backend deployment e Legislation and Security as needed
e Research extension requirements compliance
e Reaching out to new achieved

operators and
governments



Recap

1. The importance of PDNS

2. Research how to protect yourself and the
importance of B2G as well as G2G cooperation

3. Join www.joindns4.eu/

e linkedin.com/showcase/dns4eu/
e twitter.com/dns4eu
e facebook.com/dns4eu



https://www.joindns4.eu/
https://www.linkedin.com/showcase/dns4eu/
https://twitter.com/DNS4EU
https://www.facebook.com/dns4eu

~ Let’s keep.in touch!

+40 746 122 823 SR LR

@whalebone.io

Thank you for your time!

George Buhai | Senior Business Development Manager at Whalebone
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